ACQ400 Series Https

* From release 709, D-TACQ ACQ400 series
product now supports https, secure SSL
comunication with the embedded website.

* The feature will ship with all new units from
September 2024.

* Existing users are welcome to upgrade to use
the feature. Please contact D-TACQ for
appropriate certificates if this is required.
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_https://www.d-tacq.com/acqg400 ssl.shtml } /zf‘

- SSL on ACQ400: Schema

PSSy ey e L B— o N
\ { - — /mnt/local/sysconfig/acg400.sh
~ (2) Follow banner link
To advice page.. SSL_MODE=0ON
- ACQ1001 123
Cee - N N
- (1) cont
Get banner link; = _
/mnt/local/sysconfig/ssl/$(hostname).crt
/mnt/local/sysconfig/ssl/$(hostname).key
y \ N — - - >
Browser —
(4) https:// clean Keys installed at
| Results with valid factory, validated
v Certificate. by CA
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Default: no SSL

acq1001_084 - Google Chrome - 09

v & acqd400serie x @ Multimon Pc x| &- acq1001 084 x | &- acgd400seric x €) Newrelease x &~ acg400serie x +

A Not secure acq1001_084/d-tacq/#Home e e

‘“ | ACQ400

Status Quo Ante . D-TACQ Solutions High Performance Data Acquisition

http // On Iy, “NOt ﬁ acq1001_084/mnt/local/sysconfig/acq400.sh - Google Chrome
Secure Warnlng On "."‘ ‘/’" A Not secure acq1001_084/mnt/local/sysconfig/acq400.sh
modern browser U ¢ exemmal sevor conr

Solutions

\ / # SSL: hostname.crt, hostname.key should reside in
\ / /mnt/local/sysconfig/ssl
T — Online Documents # enable SSL (https://) with embedded certificate alongside Rttp://
#55L_MODE=0N

Local customisation files in /mnt/l 3 # enable SSL ONLY. Best to test with "ON" first
[mnt/local/rc.user #55L_MODE=FORCE
[mnt/local/sysconfig/acg400.s! # set location of CA. Default shown below:
/mntllocallsysconﬂglbos.sh #SSL_CA_POPUP_LINK=https://www.d-tacq.com/acq4@@_ssl.shtml
[mnt/local/sysconfig/epics.sh =
[mnt/local/sysconfig/site-1-peers # optional external rsyslog HOST

#RSYSLOG_HOST=naboo

# optional, expert tailor number of buffers
#NBUF=128

# optional, expert tailor buffer allocated length
#BLEN=4194304

# optional, specialist: control MULTI_EVENT

[mnt/local/sysconfig/ss|
[mnt/local/sysconfig/transient.init
/tmp/u-boot_env

Status Terminals : transient state monitor
Module Calibration files : site1.xml |

http://www.d-tacq.com/

acq1001_084 Tue Aug 13 19:58:33 UTC 2024 Refresh? Done
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Combined http:// and https://

Http:// works
As before:

“Not Secure
Warning on modern
browser

Strapline
Prompts user
To install
Certifcate and
Use https

It's possible to
Use https://
right away, subject
to warnings:

~

“Certificate invalid”

acq1001_084 - Google Chrome

Tue Aug 13 20:03:27 UTC 2024
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v G- acq400 x @ Multimor X |[&- acq1001 X | & acg400 X & acq400 x ) Newrele. x & acq400 X & Settings - X +
77777771:3‘th secure acq1001_084/d-tacq/#Home W <, L 4
Home
ACQ400
D-TACQ Solutions High Performance Data Acquisition
m acq1001_084/mnt/local/sysconfig/acq400.sh - Google Chrome - © &
A Not secure acq1001_084/mnt/local/sysconfig/acq400.sh
[
".m ‘/ # external reboot control
REBOOT_KNOB=y
#
FANSPEED=100
\ I — J # SSL: hostname.crt, hostname.key should reside in
Solutions i s
# enable SSL (https://) with embedded certificate alongside http://
. SSL_MODE=0N
M C O est witn LN TIIST
sy o #SSL_MODE=FORCE

Local customisation files in /mnt/local # set location of CA. Default shown below:

[mnt/local/rc.user #SSL_CA_POPUP_LINK=https://www.d-tacq.com/acq4@0_ss1.shtml

/mnt/local/sysconfig/acq400.sh

[mnt/local/sysconfig/bos.sh # optional external rsyslog HOST

Imnt/local/sysconfig/epics.sh #RSYSLOG_HOST=naboo

Imnt/local/sysconfig/site-1-peers # optional, expert tailor number of buffers

/mnt/local/sysconfig/ss| #NBUF=128

[mnt/local/sysconfig/transient.init # optional, expert tailor buffer allocated length

/tmp/u-boot_env #BLEN=4194304
# optional, specialist: control MULTI_EVENT

Status Terminals : transient state monitor -

Module Calibration files : sited.xml |

http://www.d-tacq.com/

SSL is available
Install Certificate and go to https
) Refresh? Done

£ N
D=-thdcqy
~ )

Solutions



Installing the D-TACQ CA

acq400 series master CA : D-TACQ Solutions - Google Chrome -

- ACQ400 website h
e S e \[ v 8- acq400 x @ Mull €+ acqd00sc x @ Multimor X €~ acq1001 X |&- acqd00s: x | & acqd00sc x €) Newrele. x - acq400s: x & Settings - x +
t t S ——— < > C 25 d-tacq.com/acq400_ssl.shtml _— —* g
no ye ecure i € > C A Notsecure = - D T C : b t . S
Home 454 T R
w("l High Performance Simultaneous Data Acquisition
Solutions
ACQ400
D-TACQ Solutions Hi Home Products + Systems Applications Contact / Resources News
/ S I t 1] C tf' t 7 \\ acq400 series master CA .0
e e C e r I I Ca e ] ) ¢ The Certificate of Authority CA allows your browser to validate SSL certificates on ALL =8
acq400 series products that support https:// Download and install acq400 series master
Follow the o -
. . U Verify: SHA1 (dtacq_ca.crt) = f025495ceff6234772a60b9a827e57b38f32298d -
Instructions on the ool Google Chrome Users
D-TACQ web page ey =
p g X Chrome will complain this is an insecure download. Well, it's not, we're using SSL
t = t | I th C Online Documents ourselves here. To check the certificate, take its sha1 and compare with the sha1
\ A ) above.
\\ O I n S a e S Local customisation files ir;
~__ _ /mnt/local/rc.user Install
N\ /mnt/local/sysconfig/acq
\ /mnt/local/sysconfig/bo Chrome | Settings | Privacy and Security | Security | Manage certificates | Authorities 5
\ [mnt/local/sysconfig/ej [import] diacq_ca.crt =
Imnt/local/sysconfig/: =
\ /mnt/local/sysconfi Now you can connect to any ACQ400 device on your LAN using https:// with no S
\ /mnt/local/sysconfi complaints.
\ /tmp/u-boot_env Firefox Users
\ Status Termin Download
\ Module Cali s Link should download without complaint.
) . \ http://ww Install.
\\\ Instructions here.
SSL is
T h e n CI iC k 11 httpS” Install Certificate and go to https
__osd ] Tue Aug 13 20:03:27 UTC 2024 Refresh? Done
T
/
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Secure browsing with CA installed

acq1001_084 - Google Chrom -9

v 8- acg400sc x @ Multimor x | €- acq1001 x | &- acq400sc x  &- acg400s: x ) Newrele x &- acgd00s: x & Settings- x +

‘ Secure Lﬁiiij,:ilii—%f 2 acq1001_084/d-tacq/#Home %4 & @

Home

ACQ400

D-TACQ Solutions High Performance Data Acquisition

f N
PD=-tAcqg
~
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Online Documents

Local customisation files in /mnt/local/:
/mnt/locallrc.user
[mnt/local/sysconfig/acq400.sh
/mnt/local/sysconfig/bos.sh
Imnt/local/sysconfig/epics.sh
Imnt/local/sysconfig/site-1-peers
[mnt/local/sysconfig/ss|
[mnt/local/sysconfig/transient.init
Jtmp/u-boot_env

Status Terminals : transient state monitor
Module Calibration files : site1.xml |

http://www.d-tacq.com/

acq1001_084 Tue Aug 13 20:02:21 UTC 2024 Refresh? Done
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https:// only option:

v 6 acg400sc x @ Multimor X [ 8~ acq1001

« > C 25 acq1001_084/d-tacg/#Home

SSL_MODE=FORCE
Redirects http:// to
https:// for complete -

Secure browsing.

~ ' D=tdcq
“

Soludions

ACQ400

Online Documents

Local customisation files in /mnt/lo
[mnt/local/rc.user
[mnt/local/sysconfig/acq400.sh
[mnt/local/sysconfig/bos.sh
[mnt/local/sysconfig/epics.sh
[mnt/local/sysconfig/site-1-peers
[mnt/local/sysconfig/ss|
[mnt/local/sysconfig/transient.init
/tmp/u-boot_env

Status Terminals : transient state monitor
Module Calibration files : site1.xml |

http://www.d-tacq.com/

acq1001_084 Tue Aug 13 20:42:55 UTC 2024

acq1001_084 - Google Chrome

x | & acq400 X &~ acg400 x €) Newrele. x &~ acq400 x & Settings

w

D-TACQ Solutions High Performance Data Acquisition

acq1001_084/mnt/local/sysconfig/acq400.sh - Google Chrome -0 ®

25 acq1001_084/mnt/local/sysconfig/acq400.sh

# external reboot control
REBOOT_KNOB=y

#

FANSPEED=100

# SSL: hostname.crt, hostname.key should reside in /mnt/local/sysconfig/ssl
# enable SSL (https://) with embedded certificate alongside http://

# enable SSL ONLY. Best to test with "ON" first
SSL_MODE=FORCE

# set location of CA. Default shown below:
#5SL_CA_POPUP_LINK=https://www.d-tacq.com/acq400_ssl.shtml

# optional external rsyslog HOST

#RSYSLOG_HOST=naboo

# optional, expert tailor number of buffers

#NBUF=128

# optional, expert tailor buffer allocated length

#BLEN=4194304

# optional, specialist: control MULTI_EVENT

#MULTI_EVENT=100000,100000,100,0

#MULTI_EVENT_DISK=yes

# scaled rate status for CONTINUOUS OPI =

[«

Refresh?
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Options

Feature is available for all systems from R709
on.

New systems will ship with the necessary
“sysconfig” enabling from September 2024

Existing customers wanting to use the feature
should ask D-TACQ for certificates for their
uuts.

Should the D-TACQ certificate distribution
scheme not be appropriate for a site, it's
completely possible for the site to use the
framework to adopt their own certificates.
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Appendix Setup Variable:

» Set in /mnt/local/sysconfig/acg400.sh

SSL_MODE=OFF|ON|FORCE
SSL_CA_POPT=URL

* # possible site specific instruction page.

* What keys are held on the UUT:

Location: /mnt/local/sysconfig/ssl/

« HOSTNAME.crt, HOSTNAME .key
The certificate supports the canonical hostnames acq1001_123 AND acq1001-123

“

If using the “-” notation, rename the certificate to suit
The hostname needs to be a DNS name

* (can be a local “file” dns eg “hosts file” in the client computer).

If using other hostnames, the site users will need to generate their own certificates,
but the site can still make use of the same framework.
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